TRANSFORMATION TRENDS—17 MARCH |ISSUE

“ Of course there will always be resistance to change -- that's not surprising -- change
isn't easy. People get comfortable to wherethey arein life. And thisisa big institution.
| suppose changing itisliketurning a giant ship. It doesn't spin on adime. It'snot a
speedboat. It's an important institution, and it's probably good that it takes time. But
theshipisturning. | do believe that we are making progress. | can feel theturn.”

Defense Secretary Donald Rumsfeld

Testimony of Art Cebrowski, Director, Office of Force Transformation,
before the Senate Armed Services Committee’ s Emerging Threats and
Capabilities Subcommittee, 14 March 2003

In surveying the cour se of transformation over the past year, we see considerable
progress throughout the department. But, of course many of these arefirst steps.
Our future effortsto transform must not just sustain the current effort, but must
outpace therate of change evident in the increasingly inter connected world around

us.

When we last spoke, September 11" 2001 had focused considerable attention on the

concept of transfor mation. Indeed, oneyear ago it was easy to view our futureasa

narrow consequence of those events. However, as we have come to morefully

appreciate, transformation isnot simply a response to global terrorism. While the
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events of September 11" triggered :;1.;; system iC)erturbation” —asystemic shock to
the stability of theinternational system — it is clear that profound change was
already occurringin that system. Transforming defense, itsrole in national
security, its management and the for ce itself, isa national, corporate, and risk

management strategy that respondsto that change.

While*® change” —uncertainty -- isan ever-present part of the strategic landscape,
energy for current change seemsto have emerged from three broadly defined events
of theearly 1990s. Thefirst was demise of the bi-polar template that shaped U.S.
security strategy; the second wasthe aftermath of a great military victory in the
Persian Gulf, which had validated much of our previous military investment
strategies; and thethird was the ascendance of information agewarfare. In
isolation, each provided a host of relevant issuesto consider aswe framed the
strategic context within which we would build a future military. However, taken
together they suggested a deegper assessment of the strategic environment. The
trends are there— escalating ethnic and religious strife, the reshaping of nation-
states, shifting and emer ging economic centers, the proliferation of information
technologiesin relatively undeveloped societies and nations, and the emer gence of
global, transnational terrorism. September 11" was a violent manifestation of these
trends—trendsthat continue to reshape our gover nment, our economy and even our

society.
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Under standing how transformationx éddrééés uncertainty isincredibly important as
we move forward. Thisisa very different way of thinking for us. For avery long
time our focuswas at thetop — great power war in a global security environment
where our security concernswere largely viewed through the prism of state-vs-state
conflict. Even asthethreat of great power war diminished, we remained focused
largely on state-vs-state conflict —with thethreat recast asthe “rogue.” M eanwhile,
sour ces of power, conflict and violence continued to change and spread more
broadly within the system. Today, we find that power is moving to the larger

system level —an international system evolving as a consequence of globalization —
while violence is migrating downward to the level of individuals or collections of
individuals. New threats are emerging from societies and people who remain
disconnected from the larger evolving global system. Thesethreats havethe
potential to create severe perturbationsto this system, and the resulting shockwaves
cross all economic sectors and social boundaries as they propagate around the
world. On September 11™", we witnessed this phenomenon. We were not attacked
by a nation or by an army; we wer e attacked by a group of individuals-- non-
deterables -- keen to diefor their cause. Asthe consequences of this systemic change
become mor e appar ent, we're discovering that our force capabilities are out of

balance with emerging realities.

Thereisanother way of understanding this. In the second half of the 20" century

(prior to 1990), we balanced our global interests and homeland security on the
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fulcrum of mutually assured destru&ibn and ;:ontai nment. It worked well versus
the Soviet Union, but what it yielded was surrogate wars. We lived a useful fiction
that depicted all surrogate wars as lesser-included cases of the larger strategic
problem —which they were not. However, that strategic system “worked” given the
types of forces we had, and given the era in which welived — namely,
industrialization. That construct dissolved with the fall of the Berlin Wall, and we
arejust now readjusting our security perspectivesin light of this altered system; a

strategy that emergesistransformation.

The need to transform the military as well asthe organizations and processes that
control, support and sustain it iscompelling. Thisneed isa by-product of the effects
of globalization on the international security order, aswell asthe transition from the
industrial age to the information age. And while we might point to a beginning of
transformation, we shouldn’t foresee the end -- the President’s mandate was “ to
challenge the status quo and envision a new ar chitecture of American defense for
decadesto come.” Both he and Secretary Rumsfeld have rightly seen that

transfor mation is a continuing process that not only anticipates the future, but also
seeksto create that future. It doesso, in part, by co-evolving technology,
organizations, processes. However, it begins and ends with culture.

Transformation isfirst and foremost about changing culture. Cultureisabout
behavior — about people—their attitudes, their values and their beliefs. What we

believe, what we value, and our attitudes about the future are ultimately reflected in
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our actions—in our strategies and prdc&esés, and the decisionsthat emerge from

them. The Department’s strategy for transformation under stands this; its actions
reflect that understanding. Consider these Departmental actionsin light of the new

security environment discussed above:

= Crafted a new defense strategy (with Transformation as a center piece)

= Rewrotethe Unified Command Plan

= Completed a new Nuclear Posture Review

* Replaced thetwo-Major Theater of War force-sizing constr uct

= Moved from athreat-based to a capabilities based approach to defense planning
focused not on the “who” but rather the “how” our national security might be

threatened.

» Reorganized the Department to better focus space activities

= [|nitiated work with the Alliesto develop a new NATO command structure as

well asa NATO Response Force

= Expanded the mission of Special Operations Command

= Made sometough program decisions
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Of coursg, thislast item, the cancellé%ibn of brograms— or how many three- and
four-star officerswerefired -- represents the yardstick by which many would have
the Department measureits progress. That would be a wholly unconstructive
approach, and one counter to Secretary Rumsfeld’s stated intent -- “we are working
to promote a culture in the Defense Department that rewar ds unconventional
thinking — a climate wher e people have the freedom and flexibility to takerisks and

try new things.” Consider these other “new things’:
= Created an Under Secretary position for intelligence
» Created an Assistant Secretary for Homeland Defense
= Development of Joint Operations Concepts
= Reorganization of the JROC
= New service-based contributionsto Joint Warfare
o] Army ODbjective Force
0 Air Force CONOPS
o] Navy Expeditionary Strike Groups, TACAIR Integration

= Created a Joint National Training Capability in order to better train aswe

intend to fight
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=  Processrevisions

o] New DoD Acquisition Directive and I nstruction

o] Legidativerelief proposals

» Invested in capabilities to support the warfighter

0 Joint C4ISR

o] Precision Strike

o] Adaptivelogistics

o] M obility enhancements

In the aggregate, these activities represent the beginning of “the continuing
process’ of transformation aswe “ create/anticipate the future.” They represent the
“co-evolution of concepts, processes, or ganizations and technology.” They are
consistent with the vision outlined in the President’sremarks, and are
representative of progresstoward the goals outlined in the 2001 Quadrennial

Defense Review.

As a consequence of this progr ess, we also see “ new competitive areas,” and a
“revaluing of attributes’ consistent with infor mation age phenomena and the

demands of the emer ging security environment. One measure of thisrevaluingis
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what iscalled “information fractionx.’;..'ln ofﬁer words, what isthe measure of a
system’s ability to access and contributeto alarger information network? Can it
contribute to the " speed of command” and “ shared situational awareness’ so
necessary for successin current and future battlefields? The concept of
“information fraction” providesan important insight into a “revaluing of
attributes’ that characterizes transformation. When we talk with Sergeants at Ft
Lewis about their Strykers, they’re not only happy about theride and relative quiet
it provides, they're excited about the situational awar enessthat can be brought into
that vehicle through itsinformation systems; the Stryker has a high information
fraction. The Army’sLand Warrior and Future Combat System (FCYS) also have
very high information fractions. Similarly, when Marine pilotstalk about the Joint
Strike Fighter, they not only talk about itslow radar cross section and precision
weapons -- they talk about the aircraft’s sensors and its ability to access and
distribute information as part of a larger naval expeditionary sensor network. The

Joint Strike Fighter has a very high information fraction.

Transformation isyielding new sour ces of power. Because the global pace of change
is accelerating, new sour ces of power fuel our ability to maintain advantagein a
competitive landscape wher e yester day’ swinner istomorrow’starget. Our ability
to capitalize on new sour ces of power will determine, in part, our successin the
future. One such sourceisinformation sharing through robust network structures.

We have a mountain of evidence—from simulation, from experimentation, and from

Robert Holzer, Outreach Director, Office of Force Transformation
1401 Wilson Blvd., Suite 301, Arlington, VA 22209
Tel. (703) 696-5715 email: rob.holzer@osd.pentagon.mil



TES

real world experience—that substantiate the power of network behavior. Many

think of network the noun —in other words, a “thing.” They forget that to
“network” isalso averb —a human behavior. So when we shift from being platform
centric to network centric, we shift from focusing on “things,” to focusing on
behavior or action. That iswhere we find the power. Each of the Departments
effortsreflects an under standing of this phenomenon. Some examplesincludethe
Navy’s ForceNet and its creation of the Network Warfare Command, the Army’s
Battle Command System for the Legacy and Interim For ces, the Warfighter
Information Network for the Objective Force, and the Early Entry Command post
concept. The Air Forceis pursuing Network Centric Collaborative Targeting and
“predictive battlespace awareness’ under the Space C2I SR Task Force CONOPS,
and the Marine Corpsintendsto exploit an Expeditionary Sensor Grid through
CAC2S. Theseeffortsreflect the on-going shift from platfor m-centric to network -

centric thinking that is a key to transformation.

When Secretary Rumsfeld signed the Quadrennial Defense Review in September
2001, he created thevision for transformation. The six operational goals and the
four pillars of transformation get the most attention. However, one of the most
power ful conceptsin that document, and one that hasreceived the least scrutiny, is
“deter forward.” “Deter forward” is profoundly important because it forcesusto
change the way we think about for ce capabilities and disposition. Consider for a

moment the implications of deterring and defeating an enemy with minimal
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reinforcements. In peacetime, we agjre alh&e we dissuade competition, and we
deter hostile acts. If forced to compel resolution with military force, we bring for ces
to bear in the traditional fashion; therelationship between the capabilities we bring
to bear and the forces and the timeline demanded by the circumstancesis a measure
of therisk we arewilling to accept. Thisisnormal industrial agethinking. In the
Information Age, warfareisincreasingly path dependent —small changesin the
initial conditions result in enormous changesin outcome. Thus, speed becomesa
mor e valuable characteristic of the entire for ce because we want to be able to define
or alter theinitial conditions on termsfavorableto our interests. Thegoal isto
develop high rates of change that an adversary cannot outpace, while sharply
narrowing that adversary’sstrategic options. Only certain kinds of forces are going
to beableto do that —forcesoriented around speed. Thisisnot so much speed of
response, asit is speed within the response -- speed of deployment, speed of
organization, speed of employment, and speed of sustainment. In other words, we
may choose our puncheswith great care (strategy), only to unleash them with
blinding speed (operations, tactics). Networking isthe key enabler of the

battlespace transparency necessary for that speed.

Theentry feefor the®deter forward” forceisanetwork structure, network centric
organizations and an under standing of the emerging theory of war for the
information age— Network Centric Warfare (NCW). NCW isnot about technology

per se—it isabout behavior. It isnot about the network; rather, it is about how
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war s ar e fought, how power is deveiébed. D.'.uring theindustrial age, power came
from mass. Increasingly, power tendsto come from information, access and speed.
Network Centric Warfare will enable the merging of our warfighting capabilities
into a seamless, joint warfighting force. It capitalizes on thetrust we placein our
junior and noncommissioned officers. Asinformation moves down echelon, so does
combat power, meaning smaller joint for ce packages wield greater combat power .
We've seen thismost recently in Afghanistan -- very, very small units being very
powerful. NCW enables and lever ages new military capabilities while allowing the
United Statesto usetraditional capabilities more discretely and in new venues. This
isallowing the U.S. military to downshift effectively over time from system-level
wars (the Cold War and itsWorld War |11 scenarios) to state-on-state wars (Iraq
and Korea major theater war s/scenarios) to the emerging wars fought largely
against groups of individuals (Taliban take-down, rolling up the al Qaeda network).
Networ k-centric oper ations capitalize on greater collaboration and coordination in
real-time, theresults of which are greater speed of command, greater self-
synchronization, and greater precision of desired effects. During the past year,
we' ve seen each of the Departments begin implementation of NCW, primarily at the
operational level of war. However, what we're seeing is essentially “NCW for the
JTF commander.” Thenext step isNCW for the warfighter -- reflecting increased

jointness at the tactical level of war.
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Pulling together the conceptual thre;él.ds of t'r'.énsformation and the emerging
international security environment, oneisled to the conclusion that even when
homeland security isthe principle objective, the preferred U.S. military method is
forward deterrence and the projection of power. Asa matter of effectiveness, cost,
and moral preference, operationswill have to shift from being reactivei.e.,
retaliatory and punitive, to being largely preventative. Theimplications of “deter
forward” necessitate a major force posturereview -- rebalancing from the current
condition where 80%-plus of theforceis U.S. based and everyoneis competing for
the same finite strategic lift. Accordingly, the emerging American Way of War

features:

= Highly networked, special operations-like for ces whose extensive local
knowledge and easier insertion will give them greater power and utility than

lar ge for mations deploying from remote locations

= Forces capable of applying infor mationage techniques and technologiesto

urban warfare, else we will not deny the enemy his sanctuary

= Survelllance-oriented forcesto counter weapons of mass destruction, else

unambiguous war ning will come too late

=  Conceptsof "jointness' that extend down through thetactical level of war
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= Interagency capabilitiesfor natior'f build.ing and constabulary operations, lest

our forcesget stuck in one place when needed in another

= Adjustmentsin force structure and posturein consideration of the growing
homeland security roles of the Coast Guard, the National Guard, the Air

National Guard, and the Reserves

Adding these new responsibilitiesto the U.S. military is not only a natural
development but also a positiveone. For it isthe United States' continued successin
deterring global war and obsolescing state-on-state war that will allow usto begin
tackling the far thornier issues of transnational threats and sub-national conflicts—

the battlegrounds on which the global war on terrorism will be won.

NOTE: Transformation Trendsis provided as a meansto highlight new and
emer ging issues in defense and commer cial realmsto key decision-makersand in no
way constitutes endor sement or official recognition of any idea, concept or program.
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